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Security Toolkit ’

=< Security Tools
‘dz Simplify
security

management
and reporting

‘Security tools are
Included in OS/400
V3R2 and V3R7
and beyond

The security too[ programs
and commands are in the
QSYS library with
*EXCLUDE public authority.

The security tool commands create
files in the QUSRSYS library with
*EXCLUDE public authority.




Security Tools

You should sign on as a security officer
when you use the security tools.

The _securit{ tools commands
require *ALLOBJ special authority.

Some of the commands require *SECADM,
*AUDIT, or *IOSYSCFG special authority.

This authority can be adopted so that users
g do not need to be given powerful authority
The implementation details are explained

later in the question and answers section.

Outline

Security Tools

-Interactive Options
—Batch Report
—Scheduling Reports
—General Options




Interactive Security Tools '

Security Management menu options
[0 Check for default password use
[] Disable inactive profiles
[0 Limit access by time of day
[1 Schedule Deactivate/Delete of profile
[0 Set up audit

Security reporting
[0 User profiles
[0 Subsystems & communications
[0 JOBD with user names
O Others

Recommend: Interactive reBorting does not
make good use of system. Use batch
options for reports

Default Passwords ’

SECTOOLS Security Tools
system: MCRISC

Select one of the following:

‘ Find user profiles with
password = user
profile name.

Work with profiles
1. Analyze default password

2. Display active profile list ;
. Change active profile list | The prof||e last used

4. Analyze profile actiwvity Used date iS I‘eset
. Display activation schedule When the password
B. Change activation schedule en matCheS the pr‘of”e

T. Display expiration schedule Run OptIOn 4 first

A. Thanne ewniratinn schedale entrn

[ =5}

More. .
Selection or command 1

Fl=Help F3=E=xit Fd4=Frompt F9=Retrieve Fl12=Cancel




Default Passwords

Analyze Default Passwords (AMZDFTPLD)

Action taken against profiles . ACTION AMONE

*NONE No action take against profiles
with a default password

*DISABLE The user profile STATUS field
set to *DISABLED

*PWDEXP The user profile PWDEXP field
set to *YES

Default Passwords
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User profiles with default passwords Page 1
5716SS1 V4AR2MD 971108 MCRI SC 06/ 14/98 03:13:44
Action taken against profiles . . : * NONE

User

Profile STATUS PWDEXP Text

LAURENT *ENABLED *NO timlaurent -- CAE author
MALAGAX *ENABLED *NO Ernie Ml aga

PENCE *ENABLED *NO Doug Pence

PWRUSR *ENABLED *NO  Power User

QDLSRVA *DI SABLED *NO  ManageWar e/ 400
QDISRMADLO *DI SABLED *NO  ManageWar e/ 400

TSTPRF *ENABLED *NO  Test user
USER1 *ENABLED *NO
USER2 *ENABLED  *NO
USER3 *ENABLED *NO

WOEDELETE *ENABLED  *NO
*x %% s END OF LI STING ** =




Active Profiles
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SECTOOLS Security Tools
system: MCRISC
Select one of the following:
Worlk with profiles
1. Analyze default passwords
. s ile Liet List profiles
. Display active profile lis that are never

3. Change active profile list

4. Analyze profile actiwvity CheCked for

activity

5. Display actiwation schedule
f. Change activation schedule entry

7. Display expiration schedule
A. Channe Arxniratinn arhedilae antrn

Mare. .
Selection or command
===>
Fl=Help F3=Exit F4=Frompt F9=Retrieve Fl12=Cancel
Active Profiles “
Active Profile List
ALl profiles except those listed below will be set to
*DISABLED after they have been inactive for the specified
AUMBBE BTEAUE & o o v w4
User User User
Profile Profile Profile
GREEN . - M
HOLT This list should the profiles you
ﬁﬁ?i?ﬁ? do not want to disable
O Profiles for sending and
receiving network files
[0 Seldom used profiles for
backup purposes )




Active Profiles .

SECTOOLS Security Tools
system: MCRISC
Select one of the following:

Wark with profiles
1. Analyze default passwords

2. Display active profile list Change list of
3. Change active profile list fil h
4. Analyze profile activity profi es that

are never
5. Digplay actiwation schedule
f. Change activation schedule entry CheCk_e_d for
activity

7. Display expiration schedule

A. Channoer prwxniratinn aschedile Antro
More. .

Selection or cummand:g
=== o

Fl=Help F3i=Exit Fd4=FPrompt F9=Retrieve FlZ2=Cancel
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Change Active Profile List

Change Active Profile List (CHGACTPRFL)
Type choices, press Enter.

User profile . . . . . . . . . . USRPRF WOETEST
+ for more walues QUSER

Action . . ACTION

Profiles added to list are
not checked for activity

Bottom
Fi=E=xit Fd4=Frompt F5=Refresh Fl2=Cancel
FZd4=More keys F13=How to use this display




Active Profiles .

SECTOOLS Security Tools
system: MCRISC
Select one of the following:

Worlk with profiles
1. Analyze default passuwaords Set the number of

. . , , days to check for
2. Display actiwe profile list

3. Change active profile list ”TaCt“”tY' ]
4. Analyze profile actiwvity Disable inactive
profiles

3. Display activation schedule
f. Change activation schedule entry

7. Display expiration schedule
A. Channe Arxniratinn arhedilae antrn

More. .
Selecti d
=i=:E>C_lDrI ar  comman 4
Fl=Help F3=E=xit Fd4=Frompt F9=Retrieve Fl12=Cancel
. . . 16
Profile Activity
Analyze Profile Activity (ANZPRFACT)
Type choices, press Enter.
Number of inactive days . . . . IMACDAYS 1155
Caution: This option will
disable all profiles that have
been inactive for 45 days
unless the profile is listed
F3=Exit Fd=Prompt FS5-Refresh F12=Cancel Hetsem
F2d=More keys Fl3i=How to use this display




Active Profiles
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SECTOOLS Security Tools
system: MCRISC
Select one of the following:
Worlk with profiles
1. Analyze default passwords
2. Display active profile list
3. Change active profile list
4. Analyze profile actiwity
. Digplay activation schedule
b. Change activation schedule entry
7. Display expiration schedule
A. Channe Arxniratinn schednle eoten
More. .
Selection or command :2
=== e
Fl=Help F3=Exit Fd4=Prompt F9=Retrieve Fl1Z2=Cancel

Active Profiles
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Active Profile List

ALl profiles except those listed below will be set to
*DISABLED after they have been inactive for the specified

number of days .

lser User
Profile Profile
GREEN

HOLT

[USER > User
WOEPGMR .
il profiles
WOEVANS added

lser
Profile

043

Number of
days to
check for
inactivity
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Scheduled Job
| DSPJOBSCDE |

Last attempted submission:

Status . . .. . ... ... Job not previously submitted.
Schedule day . . . . ... ..t ALl Schedules job
achedule time . . . . . . . .0 BL:0@:0@ every day of
Frequency . . . . . . . . .. ¢ WEEKLY week to detect
Recovery action . . . . . . . ¢ #3BMRALS inactive proflles
Next submit date . . . . . .. : BG/07/98
Command . . . ... ... .. : (SYS/CALL PGMIQSYS/QSECIDLZ) PARMI*C45)

Expiration
Job queve . ... ......: +JOBD interval
BULARY & 6 W 6 d o R

Job queue status . . . . ...

Activation Schedule 2

SECTOOLS Security Tools
system: MCRISC
Select one of the following:

Worlk with profiles
1. Analyze default passwords

2. Display active profile list
. Change actiwve profile list
4. Analyze profile actiwity

(L]

. Digplay activation schedule
b. Change activation schedule entry

7. Display expiration schedule

A. Channe Arxniratinn arhedilae antrn
More. .

Selection or cummand(s
===

Fl=Help F3=Exit Fd4=Prompt F9=Retrieve Fl1Z2=Cancel

10
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Change Profile Activation Schedule

Change Activation Scd Entry (CHGACTSCDE)

Type choices, press Enter.

Heer prefile « o w o w @ w = @ s USRPRF WOETEST
Enable time . . . . . . . . .. ENBTIME 5:00
Disable time . . . . . . . . . . DSBTIME 18:00
i - DAYS *MON
*TUE
*"WED
THU
+ for more values *FRI

22

Technical detail
( CHGACTSCDE |

Schedules job at Schedules job at

start of the _ interval end_of the interval
to *ENABLE profile to *DISABLE profile

Next submit date . : 06/ 02/ 98
Command . . . . . :
QSYS/ CALL PGV QSYS/ QSECACTS5) PARM ' WOEDELETE ' x)

Job queue . . . . : *JOBD
Library . . . . : D = Disable
Job queue status . : _
Job description . : * USRPRF E = Enable
Li brary :

11



Activation Schedule
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SECTOOLS

Security Tools

system:

Select one of the following:

Worlk with profiles

1=

2
. Change actiwve profile list
. Analyze profile activity

(L]

Analyze default passwords

Disgplay actiwve profile list

. Display activation schedule
. Change actiwation schedule entry

. Display expiration schedule
. Nhanne exniratinn scherdinlae Aantren

Selection or command 5

===

MERISC

More. .

Fl=Help

F3=Exit Fd4=Prompt F9=Retrieve Fl1Z2=Cancel

Profile Activation Schedule

User

Profile
WOEPGMR
WOETEST

User Profile Activation Schedule

Enable Disable

Time Time Days

[5:30:00 19:00:00 $ALL

50000 18:00:00 #M0N #TUE #UED #THU #FRI

If user is active at
disable time they can
continue to work

12
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Expiration Schedule

SECTOOLS Security Tools
system: MCRISC
Select one of the following:

Worlk with profiles
1. Analyze default passwords

2. Display active profile list
3. Change active profile list
4. Analyze profile actiwity

. Digplay activation schedule
b. Change activation schedule entry

7. Display expiration schedule

A. Channe Arxniratinn arhedilae antrn
More. .

Selection or cummandfg

Fl=Help F3=Exit Fd4=Prompt F9=Retrieve Fl1Z2=Cancel

26

Expiration Schedule

Change Expiration Scd Entry (CHGEXPSCDE)

Type choices, press Enter.

User profile . . . . . . . . . . USRPRF WOEPGMR
+ for more walues

Expiration date . . . . . . . . EXPDATE 6/20/98

Actiar: . o o o« o o oo e v e o e AGTION *DTSABLE

Use *DISABLE if you
know the individual is
planning to return

13
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Expiration Schedule

Change Expiration Scd Entry [CHGEXPSCDE)

Tuype choices, press Enter.

User profile . . . . . . . . . . USRFRF > WOETEST
+ far more wvalues
Expiration date . . . . . . . . EXFDATE > 'BS307598°
Action . . . B8 oE e s e e AE]ION > #DELETE
Dwrned object Dptlun OWUHOBJORPT
Owned object walue . . . : *CHGOLIM
User profile name if xEHGDMH QDFTOLIMN_
FPrimary group option: FPGFOPT
Primary group walue . . . . . *MOCHG

Mew primary group : :
Mew primary group authurltg

When specifying *DELETE must also
specify action for owned objects

28

Expiration Schedule

SECTOOLS Security Tools
system: MCRISC
Select one of the following:

Worlk with profiles
1. Analyze default passwords

2. Display active profile list
3. Change active profile list
4. Analyze profile actiwity

. Digplay activation schedule
b. Change activation schedule entry

7. Display expiration schedule

A. Channe Arxniratinn arhedilae antrn
More. .

Selection or command
=== e 7

Fl=Help F3=Exit Fd4=Prompt F9=Retrieve Fl1Z2=Cancel

14
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Celection or cnmmandlo

. . 29
Expiration Schedule
User Profile Expiration Schedule
Hwred
User Expiration Object  Mew
Frofile Date Action Option  Owner
WOEPGMR 06/ 20/98  *DISABLE
WOETEST B6/30/98  #DELETE  #CHGOWH  QODFTOLMN
Schedule deletion for
users that will not return.
Use the *CHGOWN option
to change owned objects
. P ™
Security Auditin
SECTOOLS Security Tools
System: MCRISC
Select one of the following:
Work with auditing Changeaud”:
18. Change security auditing SyStem Valuesand
11. Display security auditing Createaljditjournal
. objects
eports
28, Submit or schedule security report
21. Adopting objects
22. Audit journal entries
23. Authorization list authorities
24. Command authority
25. Communications security
26. Document authority
27. File authority

More. .

I = P

ES_FE i+ Ed_Dioount EQ_Dot o

= P 1

15



Security Audit Attributes

31

Change Security Auditing (CHGSECAUD)

Tuype choices, press Enter.

QAUDCTL system walue . . . . . . (AUDCTL FSAME
+ for more values
QAUDLWL system walue . . . . . . (AUDLYL SAME
+ for more values
Initial journal receiwver . . . . INLJRMRCY AUDRCYHEAEL
LIbeael o o o 8 6 8 8w ud QGPL

Useful when you first set up auditing

Can be done by changing the
individual system values

Security Auditing )
SECTOOLS Security Tools
System: MERISC
Zelect one of the following: . .
Display audit system
Work with auditing H
18. Change security auditing Val ues and aUdIt
11. Display security auditin Journal ObJeCtS
Reports
28, Submit or schedule security report
21. Adopting objects
22. Audit journal entries
23. Authorization list authorities
24 Command authority
25, Communications security
26. Document authority
27. File authority
Selection or command More. .
il 11

IEl=Help F3=Esit Fa4=Prompt F9=Retrieve Fl2=Cancel

16
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Security Audit Settings

Current Security Auditing VYalues

Security Auditing Journal Yalues

Security journal QAUDJRN exists . . . . . = YES
Journal receiver attached to QAUDJEN . . @ AUDJRMOAEY
MG = T e - QGPL

Security Auditing System Values

Current QAUDCTL system walue . . . . . . *AUDLYL *MOQTEMP  x0BJAUD
Current QAUDLYL system walue . . . . . . *AUTFAIL *SERYICE *SECURITY
*PGMFAIL

Quick check to see if
auditing is active

Press Enter to continue.

F3=Exit Fl2=Cancel

Security Batch Reports i

SECTOOLS Security Tools
System: MERISC
Select one of the following: Options 21_40
run

Work with auditing
18. Change security auditing
11. Display security auditing

interactively
inefficient use of
system

Reports
28, Submit or schedule security repor

21. Adopting objects

22. Audit journal entries

23. Authorization list authorities

24 Command authority

25, Communications security

26. Document authority

27. File authority
Selection or command

= 20 or GO SECBATCH

More. .

IEl=Help F3=Esit Fa4=Prompt F9=Retrieve Fl2=Cancel

17



Outline

Security Tools

—Interactive Options
HBatch Reports]
—Scheduling Reports
—General Options

35

Useful Reports for
[ISecurity Officers
O Auditors

General Security reporting
[0 System security attributes
[0 User profiles
[0 Subsystems & communications
[0 JOBD with user names

0 Others Specialized Security reporting
1 Trigger Programs
[0 Adoptive authority

[1 User objects in QSYS library

[0 Command authorization
[0 Others

18



Batch Reports

H General Options]
- Advanced Optionspat

_ Scheduling Reports

37

System Security Attributes

SECBATCH Submit or Schedule Security Reports To Batch

aystem: MCRISC
Select one of the following:
14. User profile authority
15. Job and output queue authority
16. Subsystem authority
17. system security attributes
18. Trigger programs
19. User objects
20. User profile information
21. Check object integrity
Schedule Batch Reports
3b. Adopting objects
31. Audit journal entries
A7, AuthnriFatinn 1ist Authnrities Mrre. ..

Selection or command

= 17

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel

19
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System Security Attributes

Submit Job (SBHI0E]

Typa choices, press Enter.

Lommand T MUl < @ o 2 & & & s LH > PHISYaE0H

Jobrame . . ... ... ... .J08 SYSVAL Set job
Job description . . . . . . . . J0ED =l ISAFAF name

Library . = = &« & & & 0w os 0w
Jobr QUEUE . .« & & & w a « a . o JOBD LA
Library - « = « a s a s a a =
Jab priarity (en JOBO) . . . . . JOBPTY = 108D
Dutput pricrity lon DUTQY . . . OUTPTY =] 0ED
Print davled & &= &= & & & & & = = PRTDEY e IHEENT

System Security Attributes

System Security Attributes

5716SS1 V4AR2MD 961108

Syst em Val ue

Nane Current val ue Reconmended val ue

QALWOBJRST *ALL * NONE

QALWUJSRDIVN *ALL QrewP

QATNPGM QCEZMAIN  QSYS * NONE

QAUDENDACN *NOTI FY *NOTI FY

QAUDFRCLVL *SYS *SYS

QAUDCTL * AUDLVL * NOQTEMP * AUDLVL * OBJAUD
* NOQTEMP

QAUDLVL * AUTFAI L *SERVI CE * AUTFAI L *CREATE

*SECURI TY * PGWFAI L *DELETE  *SECURI TY

* SAVRST

QAUTOCFG 1 0

QAUTORMT 0 0

QAUTOVRT 999 0

—— Recommended values are very —
tight may not be the best
tradeoff for usability




System Security Attributes

System Security Attributes
5716SS1 V4AR2MD 961108

Syst em Val ue

Nane
QCVNRCYLMT
QCRTAUT
QCRTOBJAUD
QDEVRCYACN
QDSsCIBI TV
QDSPSGNI NF
Q NACTI TV
Q NACTMBGQ
QLMIDEVSSN
QLMTSECOFR
QVAXSGNACN

QVAXSI GN

Current val ue
0O

* CHANGE

* NONE

* MGG

240

0

* NONE

* ENDJ OB

0

0
3
5

Recommended val ue

0

0

Control at library
Control at library
* DSCMBG

120

1

60
*ENDJOB

1

1
3
3

41

System Security Attributes

42

Name

Current val ue

Recommended val ue

QPVIDEXPI TV
QPWDLMIAJC
QPVDLMICHR
QPVDLMIREP
QPVIDVAXLEN
QPVDM NLEN
QPVDPOSDI F
QPV\DRQDDGT

QPVDRQDDI F
QPVDVLDPGM

QRETSVRSEC
QRMTI PL
QRMTSI GN
QRMISRVATR
QSECURI TY
QSRVD\P

60
0
* NONE

o

O *O OO Ul » O
m

o

* FRCSI GNON

30
* DMPUSRJI OB

60
1
AEl QU@#

O * R REP RO OWLE

o

* FRCSI GNON

50
* NONE

21



System Security Attributes

System Security Attributes Page 2
5716SS1 V3R7M) 961108
Network Attribute

Nane Current val ue Recommended val ue
DDVACC * OBJAUT *REJECT
JOBACN *FI LE * REJECT
PCSACC * OBJAUT *REJECT

FokoEoX END OF LI STI NG  *x*xx

PRTSYSSECA command shows both
security and security related system

values and network attributes

. . a4
User Profile Information
SECBATCH Submit or Schedule Security Reports To Batch
system: MCRISC

Select one of the following:

14. User profile authority

15. Job and output queue authority
16. Subsystem authority

17. system security attributes

18. Trigger programs

19. User objects

20. User profile information

21. Check object integrity

Schedule Batch Reports
3b. Adopting objects
31. Audit journal entries
A7, AnthnriFzAatinn 1ist Aanthnrities Mrre. ..
Selection or command
===k L 20

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel

22



User Profile Information

User Profile Infornation Page 1
5716SS1 V3R7TMD 961108 MCRI SC 12/14/96 04:32:54
Report type . . . . . . . . . : AUTI NFO
Select by . . . . . . . . . . * SPCAUT
Speci al authorities . . . . . : *ALL
------------- Special Authorities-------------
*10
User Group *ALL *AUD SYS *JOB *SAV *SEC *SER *SPL User G oup Group Aut hor Limt
Profile Profiles OBl IT CFG CIL SYS ADMVICE CITL Cl ass Onner Auth Type Capab
DENON * NONE X X X X X X X X *SECOFR *USRPRF *NONE *PRI VATE *NO
FENDT * NONE * USER *USRPRF *NONE *PRI VATE *NO
HOFFMAN  * NONE X X X X X X X * SECOFR *USRPRF *NONE * PRI VATE *NO
HOLT QPGWR X X X X X X X X *SECOFR *USRPRF *NONE *PRI VATE *NO
HOOPES * NONE X X X X X X X X * SECOFR *USRPRF *NONE * PRI VATE *NO
KLI MA * NONE X X X X X X X X * PGWR *USRPRF *NONE *PRI VATE *NO
LAURENT  * NONE *USER  *USRPRF *NONE *PRI VATE *NO
MALAGA * NONE X X X X X X X X * SECOFR *USRPRF *NONE * PRI VATE *NO
MALAGAX * NONE X X X X X X X X * SECOFR *USRPRF *NONE * PRI VATE *NO
PENCE GRP1 X X X X X X X X *SECOFR *GRPPRF *NONE *PRI VATE *NO
* * * truncated output * * *

Use User Profile Information report to check for:

O Excessive special authority

O Use of group profiles profiles

0 Command line access

46

User Profile Information

User G oup *ALL *AUD SYS *JOB *SAV *SEC *SER *SPL User
Profile Profiles OBJ IT CFG CIL SYS ADM VICE CTL d ass
DENON * NONE X X X X X X X X * SECOFR
FENDT * NONE * USER
HOFFMAN * NONE * USER
HOLT QPGWR X X *PGWR
HOOPES * NONE X X X  *SYSCOPR
KLI MA QPGWR X X *PGWR
LAURENT * NONE * USER

* * * truncated output * * *
e 3\

Check for following User Profile Information:
[0 Excessive special authority

00 Use of group profiles profiles

O Command line access

23
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User Profile Information

User Profile Information Page 3
5716SS1 V3R7/MD) 961108 MCRI SC 12/ 14/ 96 04: 32: 54
Report type . . . . . . . . . * ENVI NFO
Select by . . . . . . . . . . * SPCAUT
Speci al authorities . . . . . : *ALL

Initial Initial Job Message CQutput Attention
User Current Menu/ Program Descr Queue/ Queue/ Program
Profile Library Library Library Library Library Library Library
DENON  *CRTDFT MAI N QCVD QDFTJOBD DENON *WRKSTN QCVD

*LIBL *LIBL QGPL QUSRSYS *L| BL

FENDT *CRTDFT MAIN  QCMD  QDFTJOBD FENDT *\W\RKSTN QCMVD
*LIBL *LIBL QGPL QUSRSYS *L| BL

HOFFMAN *CRTDFT MAIN  *NONE  QDFTJOBD HOFFMAN *WRKSTN * SYSVAL
*L1 BL QGPL QUSRSYS

HOLT  *CRTDFT T  *SYSVAL

Use report to check for: T
HOOPES $HOOPES O |n|t|a| program WRKSTN %L
ki scrrorr | O Initial menu WRKSTN QUSCMDLN
[1 Attention program *LIBL
LAURENT * CRTDFT | WRKSTN * SYSVAL

*11 Bl STOTOM QUSRSYS

. . 48
User Profile Information
User Profile Information Page 6

5716SS1 V3R7/MD 961108 MCRI SC 12/ 14/ 96 04:32:54

Report type . . . . . . . . . : * PVWDI NFO

Select by . . . . . . . . . . * SPCAUT

Speci al authorities . . . . . : *ALL

QPVWDEXPI TV systemvalue . . . : 60

User Not Valid No Previ ous Password Expiration Password

Profile Status Si gn-ons Password Sign-on Changed Interval Expired

DENON  *ENABLED 0 12/ 09/ 96 10/ 14/ 96 *SYSVAL *NO

FENDT  *ENABLED 0 10/ 07/ 96 09/20/ 96 *SYSVAL *YES

HOFFMAN * ENABLED 0 X I 12/ 02/ 96 *SYSVAL *NO

HOLT * ENABLED 0 /A I * SYSVAL *YES

HOOPES * DI SABLED 0 09/ 26/ 96 07/29/96 *SYSVAL *NO

KLIMA  *ENABLED 1 12/ 13/ 96 12/05/96 *SYSVAL *NO

LAURENT * ENABLED 0 X /A 12/ 10/ 96 *SYSVAL *NO

MALAGA *ENABLED 0 12/ 12/ 96 11/27/96 *NOVAX *NO
- N

Use report to check for
O Date last sign-on
O Use of *SYSVAL for
password expiration

24



User Profile Authority

SECBATCH Submit or Schedule Security Reports To Batch

aystem: MCRISC

Select one of the following:

14. User profile authority

15. Job and output queue authority

16. Subsystem authority

17. system security attributes

18. Trigger programs

19. User objects

20. User profile information

21. Check object integrity

Schedule Batch Reports

3b. Adopting objects

31. Audit journal entries

A7, AuthnriFatinn 1ist Authnrities Mrre. ..
Selection or command
===k . 14

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel

User Profile Authorit )
Submit Job (SBMIOB)

Type choices, press Enter.
Command o run . . . . . . . . . CHD > PRTPUBAUT OBJTYPE(+USRPRF) CHGA
P TOHL Y (+H0)
_an FANE & 3 & % @ 3 & 8 8 5 H # JOB USRPRFAUT
Job description . . . . . . .. JOBD #lISRPRF

o R R
Jol gEBUE . w L oa L a ok JOBQ +JOBD

ERBEAGY w0 i & i i W e A
Job priority (on JOBQ) . . . . . JOERTY +JOBD
Output priority (on OUTQY . . . OUTPTY +JOBD

REanE devdies won o oo d oL PRTDEY #CURRENT




User Profile Authority

Publicly Authorized Objects (Full Report) Page 1
5716SS1 V3R7MD 961108 MCRI SC 12/ 14/ 96 04:28:12
oject type . . . . . : *USRPRF
Specified library . . : @QSYS

—————————— Object-------- -------------Data--------------

Li brary Object Omner Authority Opr Myt Exist Alter Ref Read Add Upd D't Exec
QBYS QBSHR  QSYS USER DEF X X
QBYS QPLIOB  QSYS  *USE X X X

QSYS  QIWPLPD QSYS  USER DEF X
*x % %% END OF LISTING **x*x*+

The profiles QDBSHR, QSPLJOB and
QTMPLPD are expected.
Any other user profiles should be questioned

If users have *USE authority to user profiles,
The SBMJOB command can be used to
submit jobs as the other user profile.

52

Job Description Report

SECBATCH Submit or Schedule Security Reports To Batch
aystem: MCRISC
Select one of the following:

Submit Reports to Batch
1. Adopting objects
2. Audit journal entries
3. Authorization list authorities
4. Command authority
5. Communications security
6. Document authority
7. File authority
a

. Folder authority . .
9. Job description authority Find JOBD with
Do user names with
A ject authority
12. Priwvate authority PUBLIC access
13. Program authority
Selection or command Mrre .

=== _
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Find JOBD that Name Profiles

Submit Job (5BMJOE)

Type choices, press Enter.

Command to run . . . . . . . . . CHD > PRTJOBDAUT LIB(*ALL)
CHGRPTOML Y (+HO)
JOBTNEAME & o5 5% L% on % onohonl JOB JOED
Job description . . . . . . .. JOBD #USRPRF
Librapy ¢ « ¢ & ¢ ¥ ¢ ¥ ¢ ¢ ¢
JabNOleee Lo e hhh e bl JOBR +JOBD
LABRAES & v on s %oy %L o oLl
Job priority (on JOBQ) . . . . . JOBPTY +JOBD
Output priority (on OUTQ) . . . OUTPTY +JOBD
PEIMEHENICE o v o o ow oo w o PRTDEY #CURRENT

54
JOBD with User Profiles Named
Job Descriptions with Excess Authority (Full Report) Page 1
5716SS1 V3R7/MD 961108 MCRI SC 12/ 14/96 03:15:57
Specified library . . . . . . : *ALL

—————————— Special Authorities------------
Job User *ALL *AUD *| O8YS *JOB *SAV *SEC *SER *SPL
Li brary Description Omner Profile OB IT CFG CIL SYS ADMVICE CITL

C51LI B AUTOSTART2  QPGWVR QPGWR X X
C51LI B AUTOTEST QPGWR QPGWR X X
QAUTOVON QAUTOMON QsYs QAUTOVON X X
QBRM QBRVSYNC QBRVS QPGWR X X
QBRM QLACNETJD QBRVS QBRVS
RM ASTRID RVB RVB -
QBQDW quM %Ys &W Look for profiles that N
QOMP gg;'{\’\g{' FY g@ g% O Own production objects
QL QAUTOMON  QSYS  QAUTOMON O With special authority
QGPL QPFRCOL QPGVR QPGWR -*ALLOBJ
QGPL QSPLAFPW  QSPL QSPLIOB
QGPL QSPLDBR QSPL QSPLJOB - *SERVICE
QGPL QSPLDKTR QSPL QSPLJ . *SPLCTL /
QGPL QSPLDKTW QSPL QSPLJOB
QGPL QSPLPRTW  QSPL QSPLIOB
QGPL QSPLRMIW  QSPL QSPLIOB

QGPL QSPLSTRWIR  QSPL QBPLIOB
* * * * Report truncated * * *

QSPLJOB is not
an exposure
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Batch Reports

—General Options

55

Y

-HAdvanced Options |

—Scheduling Reports

A
L3\
it

AUDITORS

h
ey

Communications

56

Security

SECERTCH Submit or Schedule Security Reports To Batch

Select one of the following:

Submit Reports to Batch
1. Adopting objects
2. Audit journal entries
3. Authorization list authoritie
4. Command authority
5. Communications security
b. Document authority
7. File authority
8. Folder authority
9. Job description authority
10. Library authority
11. Object authority
12. Priwate authority
13. Program authority
Selection or command
===3

aystem: MCRISC

Security
attributes of
communication
configuration

Mrre .
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Communications Security

Submit Job (SBMIOB)

Type choices, press Enter.

Command to run . . . . . . . . . CMD > PRTCMHSEC CHGRPTOMLY[*MO)
Jobname . . . .. . . ... . . JOB Cor_
JabFdeseRIpELun; cerererare el 0EBD *USRPRF
Library e e
Jolrigueue: areTeTeTe e e e e eyl 0Bl +JOBD
Library P
Job priority (u:nn JDBD] vy GHBRTEY +JOBD
Qutput priority (on OUTQY . . . OUTPTY *JOBD
Print device . . . . srmteTpERTDEY *CURRENT
Mare...
F3=Exit  Fd4=Prompt F5=Refresh FlO=Additional parameters F1l2=Cancel
F13=How to use this display F24=More keys
Communication Information %
Conmruni cations Information (Full Report) Page 1
5716SS1 V3R7MD 961108 MCRI SC 12/ 14/9 03:16:11
bj ect type . . . . e * DEVD
Pre
bj ect Obj ect T Device Secure Location APPN Single Establish
Nane Type Categ Locatio Password Capabl Session Session
DSPO1 *DEVD *DS|
ETHLI TCP *DEVD *N
MCEDI T *DEVD *APP *NO *YES *NO *NO

OPTO1 *DEVD *OPT

QANRDEVA *DEVD *APPC *NO *NO *NO *NO
QANRDEVB *DEVD *APPC * al *
QCONSOLE *DEVD *DSP

QESPAP *DEVD *APPC i i

S oo S EVE IF device is

Q APRT *DEVD  *HOST SECURELOC(*YES)

QPADEVO001  *DEVD *DSP

QPADEV0002  *DEVD *DSP recommend using a

HOST *DEVD *APPC *NO *NO .
oo rbeh apc +No +no | location password
Qrl DA2 *DEVD *APPC *NO *NO
QYCTSOC *DEVD *APPC *NO *NO *YES *NO *NO
TAPO1 *DEVD *TAP
TAPO2 *DEVD *TAP
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Communication Information

bj ect type. A *CTLD
Obj ect bj ect Controll Auto  Switched Call APPN CP Di sc Del ete Device
Narme Type Category Create Controller DirecCapa Sessi TinmerM nut Nanme
CTLO1 *CTLD *LW8 *YES *NO 0 0 DSPO1
ETHLI NET *CTLD *NET *YES *NO 0 0 ETHLI TCP
MCEDI T *CTLD *APPC *YES *YES DIAL *YES *YES 30 1440 MCEDI T
QANRCTLD  *CTLD *APPC *YES *NO *NO *YES 30 1440 QANRDEVA
QCTL *CTLD *LW8 *YES *NO 0 0 QCONSOLE
QESCTL *CTLD *HOST *YES *YES DI AL 0 0 QESPAP
Q LANMB601 *CTLD *APPC *YES *NO *YES *YES 30 1440 * NONE
QPACTLO1 *CTLD *VWB *YES *NO 0 0 QPADEV0O00
Qrl CTL *CTLD *HOST *YES *YES *DI AL 0 0 QrIDA
QVI RCDO001 *CTLD *WW\S *YES *NO 0 0 DVSERVERS
bj ect type *LI ND
Conmuni cations Information (Full Report)
5716SS1 V3R7MD 961108 RI SC 12
Aut o

Obj ect bj ect Line Auto Delete Auto Auto
Nane Type Category Create M nutes Answer Dial
ETHLINO1 *LIND *ETH *NO 1440 *NO *NO
QESLINE *LIND *SDLC *NO 0 *YES *NO
QTILINE *LIND *SDLC *NO 0 *YES *NO

Command ori i

Authority

SECERTCH Submit or Schedule Security Reports To Batch

Select one of the following:

Submit Reports to Batch
Adopting objects
Audit journal entries
Authorization list authoritie
Command authority

===

Communications security

Document authority
File authority

Folder authority
Job description authority
Library authority
Object authority
Private authority
Program authority
Selection or command

4

aystem: MCRISC

Security

of CL

commands

Mrre .
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Command Authority

61

Submit Job (SBMIOE)

Command to run . . . . . . . . . CriD > PRTPUBAUT OBJTYPE (+CHMD)
CHGRPTOHL Y[ #H0)
LIB(*ALL)
el NaME e oo oo s g oW o J08 +JOBD
Job description . . . . . . . . JOBD #USRPRF
Library & o & @ 9 @ 8 ¢ 8 44
Job queue . . . ... L L. JOBQ +JOBD
LHBESEE & o o oo oo om o m
Job priority (on JOBQ) . . . . . JOBPTY +JOBD
Output priority (on QUTR) . QUTPTY #JOBD
BRERE HeliiEee MW koW kN A Ak PRTDEY *CURRENT

62

Command Authority

Publicly Authorized Objects (Full Report)

5716SS1 V3R7TMD) 961108

Qbj ect

Specified library

Li brary

$HOOPE
$KLI MA
$KLI MA
$KLI MA
oSV
foSYV]
oSV
oSV
foSYV]
oSV
oSV
foSYV]
oSV
QMBS
QMBS
QsYs
QsYs
®xYS
QsYs
QsYs
®xYS
Q®sYs

type

Qbj ect Oaner
DLTPFRDTA2 HOOPES *NONE
CVTRPGCAS KLI MA * NONE
DSPRCDCNT ~ QDFTOAN * NONE
EXTUTI LS KLI MA * NONE
DLTSBMCRQ  QSYS QSMLAUTL
DSPSBMCRQ ~ QSYS * NONE
DSPSBMCRQA  QSYS * NONE
DSPSBMCRQM  QSYS * NONE
DSPSRVPVDA  QSYS * NONE
EDTSMAAUT QsYs * NONE
ENDSBMCRQA  QSYS QSMLAUTL
HLDSBMCRQA  QSYS QSMLAUTL
RLSSBMCRQA  QSYS QSMLAUTL
QCQUPRUP QsYSs * NONE
WRKRCVCRQA  QSYS QVIGLAUTL
ADDADMLANG  QSYS * NONE
ADDADMTYPE  QSYS * NONE
ADDAJE QYSs * NONE
ADDALRACNE QSYS * NONE
ADDALRD QsYs * NONE
ADDALRSLTE QSYS * NONE
VRKWIR QsYs * NONE

* * * Report Truncated Many

*CVD
*ALL
Aut hori zation

List Authority Opr Myt Exist Ater

* CHANGE X

*USE
*USE
*USE
*USE
*USE
* USE
* USE
*USE
*USE
*]ISE

K XX X X X X X X X X X X

Ref Read Add Upd Dt Exc

X
X
X
X
X
X
X
X
X
X
X
X
X
X

X
X

X

X
X

X

X
X

X

X

Use report to check for:
[0 Access to powerful

commands

XX XXXXXXXXXXXXXXXXXXX

*USE
Pages * * *
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Job and Output Queue Authority

Selection or command

2 15

SECBATCH Submit or Schedule Security Reports To Batch

system: MCRISC
Select one of the following:
14. User profile authority
15. Job and output queue authority
16. Subsystem authority
17. system security attributes
18. Trigger programs
19. User objects
20. User profile information
21. Check object integrity
Schedule Batch Reports
3b. Adopting objects
31. Audit journal entries
A7, AuthnriFatinn 1ist Authnrities Mrre. ..

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel

Job and Output Queue Authority

Submit Job (SBMIOE

Type choices, press Enter.

)

F3=Exit Fd4=Prompt FAi=Refresh FlB=Additiona
Fl3i=How to use this display F24=Mare keys

Command to run . . . . . . . . . CID > PRTOAUT LIBC+ALL)
CHGRPTONL ' { +NO)

Jobnpame . . ... ... ... . JOB OQUELES
Job description . . . . . . . . JOBD #USRPRF

Library W W W W W W W W
dobmgoeus = = % & & & & % 3 & wdbBY +JOED

Library Gogowomowomomomog
Job priority (on JOBQ) . . . . . JOBPTY +JOBD
Output priority (on OUTQ) . . . OUTPTY +JOBD
Print device . . . . . . . . . . PRTDEV *CURRENT

More...

L parameters Fl12=Cancel
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Job and Output Queue Authority

Queue Authority (Full Report) Page 1
5716SS1 V3R7MD 961108 MCRI SC 12/16/96 13:17:00
Specified library . . . . . . : *ALL
Li brary oj ect Type Owner Aut hori t y| DSPDTA OPRCTL AUTCHK

ERNI E ERNI E *OQUTQ MALAGA * USE

EVANS EVANS *OUTQ WOEVANS * USE

HOLT HOLT *OQUTQ QDFTOMN * USE

HOLT SECUREQUTQ *QUTQ QDFTOMN * EXCLUDE

QADSM QADSM *OUTQ QBYS * USE

QAUTOMON  QAUTOMON ~ *JOBQ Q5YS * USE OUTQs for sensitive
QBRM QLABRMNET  *JOBQ QBRVS *USE output should be
QGPL QPFROUTQ *QUTQ QSYS * CHANGE DSPDTA(*NO)

* * * Truncated CQutput *oxox OPTCTL(*NO)

AUTCHK (*OWNER)

The Changed Report shows changes from
the previous time the report was run

Queue Authority (Changed Report) Page 3
5716SS1 V3R7MD 961108 MCRI SC 12/16/96 13:17:00
Specified library . . . . . . : *ALL
Last changed report . . . . . : 12/ 14/ 96 05:42:10
Li brary bj ect Type Owner Aut hority DSPDTA OPRCTL AUTCHK
(There are no queues to list)
X K K x % END QF | | ST NG * * * *x

Trig_ger Programs

SECBATCH Submit or Schedule Security Reports To Batch

system: MCRISC

Select one of the following:

14. User profile authority

15. Job and output queue authority
16. Subsystem authority

17. system security attributes

18. Trigger programs

19. User objects

20. User profile information

21. Check object integrity

Schedule Batch Reports
3b. Adopting objects
31. Audit journal entries
A7, AnthnriFzAatinn 1ist Aanthnrities Mrre. ..
Selection or command

===k .

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel
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Trigger Programs

Submtt Job [ SHHJDH
Tiypa Ccholces, prese Entar
Command 10 rum . . &« = & &« « « « CHO > PRATTRGPGH LIE(=A[L )
CHEAPTOHL YT 10 |
Job pams . . . . . . . . Jo8 BIGGERP LM
Job description . . . . . . . . JOBL allSRFRF
Library = : = = = s s s s s =
Job gueus . . . . . . . . . . . JDED = ] B[
Library TEEEEEYTrY
Jab priority Lon Joegy . . . . . JOBFTY 5] DEL
Dutput priority Lom DUTQY . . . OUTFTY EJ0E[
Frint device . . PRTDEY SCUREEHT
More. ..
Fi=E=it Fd4=Prompt FS5=Refresh F1lB=Additional paramesters F12=Cancal
FlizHou 0 1es thie dienlo Friziore ko

Trigger Programs )

Trigger Prograns (Ful

5716SS1 V3R7TMD 961108

Specified library

Li brary

QUSRSYS

Trigger Trigger
File Li brary Program
CUSTMAS  HOLT UPDSALES
CUSTMAS2 HOLT UPDSALES

CUST_MSTR $KLI ROB CHK_CREDI T

ACTOO01PF MAGWORK ACTO03RG
ACTOO1PF NMAGWORK ACTO03RG
TRIGPF  MAGWORK TRI GPGM
QAVATALNP QSVMBS QUATTRI G
QAVATALNP QSVMBS QUATTRI G
QAVATALNP QSVMBS QUATTRI G

*ALL

Trigger Trigger

Ti me
After
After
After
Bef or e
Bef or e
Before
After
After
After

Report)
MCRI SC

Event

Updat e
Updat e
Updat e
I nsert
Updat e
Updat e
I nsert
Del ete
Updat e

Page 1
12/ 14/ 96 04:32:42

Al ow
Tri gger Repeat ed
Condi ti on Change
Change
Change
Al ways

Change
Al ways

66565656565

Al ways

rTrigger programs run when users access files.
Users are often not aware of that the trigger
program exit runs when they access data.
In a high security environment, the function of
trigger programs should be reviewed

~
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User Objects in QSYS Library

69

SECBATCH Submit or Schedule Security Reports To Batch

Selection or command
===k

system: MCRISC
Select one of the following:
14. User profile authority
15. Job and output queue authority
16. Subsystem authority
17. system security attributes
18. Trigger programs
19. User objects
20. User profile information
21. Check object integrity
Schedule Batch Reports
3b. Adopting objects
31. Audit journal entries
A7, AuthnriFatinn 1ist Authnrities Mrre. ..

Fl=Help F3=Exit Fd4=Prompt F9=Retriewve Fl2=Cancel

User Objects in QSYS

70

Submit Job (SBMIOB)

Type choices, press Enter.

Bumpandstosnim s s s s g Bh » PRTUSROBJ LIB(Q5Y5)
CHGRPTOMHLY (N0
Jopame: o s e e e e e e el b *JOBD
Job description . . . . . . . . JOBD *USHRPRF
Library 58, o8 R e
dabrgieue. oo e e e ares oo ot S0 +JOBD
Library G R g
Job priority (on JOBQ) . . . . . JOBPTY +JOBD

Dutput priority fon QUTQ) . . . OUTPTY *JOBD
Print device . we e v e RRTDER, *CURRENT
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User Objects in QSYS

User Objects (Full Report) Page 1
5716SS1 V3R7M) MCRI SC 