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Bad Start

I want you to secure the syste@

Where do | start?

What are the important business
resources?

How much security is enough?

IT IS VERY DIFFICULT TO SECURE A SYSTEM
UNLESS YOU UNDERSTAND THE OBJECTIVE

Good News

[ want you to implement the
company security POLICY

GOOD Now | have a starting point

The POLICY should explain the
expectations for security not the
details

QUESTIONS
Is the policy current?

Does management support the
policy?

Security Policy

+ You should never attempt to
build a house with out a plan

You might be able to get started
but the long term results can easily
result in unstructured mess

Like a house plan a security policy
A provides the direction for the
T building of security on the system

o)

ecurity Policy = Plan for Security




Security Policy

A written security policy provides a basis

for security decisions

— When users do not like some security changes
allows the security officer to say

“It is not my rules, | am simply ’

implementing management requests

— Reduces changes to security design
based on the latest management hot
button

— Forces management to think about and
set security expectations before
exposures happen

Security Policy

The security policy is a general
statement of thé corporate
security practices

SECURITY
POLICY

Physical
Security Cases

Special
Users Resources P

Standards and Guidelines

SECURITY
pPoLICY

A

‘endor
Sancara | ||| SESuRmy SESuRITY Sidelines oty
Guidelines

AS/400 fgf\‘- s%?eer%s

Security Standards Security Guidelines
are an interpretation are an interpretation
of the security policy of the security policy
for a computer system for a user actions




Policy and Standard

Thou shall not steal

Policy Standard
U I Civil Justice Code
Commandments

Car theft is a felony
punishable by ...

USER ACCESS

Prevent unauthorized
access to the system

USER ACCESS N

After three consecutive
sign-on failures, the
system will:

*Vary off the device

* Disable the user profile

D—Iigh Level Statements_j

E Detail Statements :l
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Policy Standards Guidelines

Policy
USER ACCESS
Prevent unauthorized
access to the system

AS/400

USER ACCESS

After three consecutive
sign-on failures, the
system will:

*Vary off the device

* Disable the user profile

User
Guideline

USER ACCESS
Protect your password so that
others can not sign-on using
your access

DO NOT SHARE YOUR

PASSWORD with

ANYONE
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Examples

Recovery

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout
+ Lost Security Officer Password

+ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions
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Limit Password Guessing

USER ACCESS ‘
CHGSYSVAL QMAXSIGN '3'

CHGSYSVAL QMAXSGNACN '3' | | After three consecutive

sign-on failures, the
system will:

After 3 failed ~ DR the device file
attempts disable

. SPECIAL CASE
O user profile =

O device R SAvaTe the deviceana.
profile
PROBLEM

Provide a way so that the chief
operator can enable profiles
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Enable User Profile

_ Problem 1 _
Provide a way so that the chief
operator can enable profiles

( ENABLE USRPRF(GLOOP) )

PGM &USER
DCL &USER *CHAR(10) M
CHGUSRPRF USRPRF(&USER)+ Owner-QSECOFR
STATUS(*ENABLED)
ENDPGM

PROBLEM _
If users forget their password,
this program is not adequate
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Enable User Profile

Problem 2

Provide a way to handle lost
user passwords

PGM &USER

Expire
DCL &USER *CHAR(10)
CHGUSRPRF USRPRF(&USER) + pgsfﬂggd

PASSWORD(&USER) +
STATUS(*ENABLED) +
PWDEXP(*YES)

SNDPGMMSG TOMSGQ(secofr) +

MSG(User ' || &QUSER||* reset ")
ENDPGM

Send message or write to audit jo@
to alert the security officer to changes

user
change

15




Enable User Profile

PROBLEM 3
The operator can't run program

CHGUSRPRF command requires *SECADM
and authority to the profile or *ALLOBJ

[Should not give operators this level of access}

SOLUTION
— Use program adoption to give operator
need access

CRTCLPGM ENABLE — |ADOPT

USRPRF(*OWNER) OWNER
or *PGM

CHGPGM ENABLE Orihe-gEEEelAR

USRPRF(*OWNER) y

Enable User Profile

PROBLEM 4
Discovered that anyone could call program
WHY?

Default *PUBLIC authority is *CHANGE
Need to limit access to the chief operator

SOLUTION _ o
se 0 security to limit access

to the chief operator

* Revoke *PUBLIC authority
» Grant access to specific Users
O Create authorization list
O Secure program and command
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Enable User Profile

( Revoke *PUBLIC )

GRTOBJAUT ENABLE OBJTYPE(*pgm)
USER(*PUBLIC) AUT(*EXCLUDE)

GRTOBJAUT ENABLE OBJTYPE(*cmd)
USER(*PUBLIC) AUT(*EXCLUDE)

(_Create authorization list ) J

L CRTAUTL LIST1 AUT(*EXCLUDE)

(C_Add users )
‘ ADDAUTLE AUTL(LIST1)

USER(CHIEFOPER) AUT(*USE)
Add objects
GRTOBJAUT ENABLE OBJTYPE(*pgm)

AUTL(LIST1
GRTOBJAUT ENABL% OBJ)I'YPE(*cmd)
AUTI (1 ISTT) 18




Enable User Profile

Create authorization list ]

L CRTAUTL LIST1 AUT(*EXCLUDE) ]

Add users

ADDAUTLE AUTL(LIST1)
USER(CHIEFOPER) AUT(*USE)

( Create objects and add to AUTL }
CRTCLPGM ENABLE USER(*OWNER)
AUT(LIST1)

CRTCMD  ENABLE PGM(ENABLE)
AUT(LIST1)
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Authorization List Advantages

QUESTION

WHY use an authorization list rather
than individually granting users access

ANSWER
Private authorization could be secured by
granting individual operators access to both
the command and program

| anticipate that other operators will have
similar needs. It will be less work to add
new users to the authorization list

20

Authorization List or Group Profile

QUESTION
WHY use an authorization list
rather than a group profile?
ANSWER
Other individuals may be
in the operator group.
Only the CHIEF operator
should have this function.

21




Enable User Profile

Summary

v' Controlling number of invalid
attempts to enter password
(prevent hackers)

v' Enabling of user profile by CL
program

v Use of program adoption of
authority

v Use of authorization list to
secure objects
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Enable User Profile

PROBLEM 5

The program shown could be
used to change the password of
a security officer

SOLUTION _ _
Add code to retrieve the user profile
and prevent changes to profiles that
have powerful special authorities
*ALLOBJ, *SERVICE, *AUDIT, *SECADM

The RTVUSRPRF command or the
APl QSYRUSRI can retrieve
special authority

23

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

+ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions

24




Time Out Inactive Terminals
STANDARD

TIME OUT 0S/400 has system

work-station values to active

[nactivefor 30 | timeout of inactive

return to the i
Sleinom Seree workstations.

CHGSYSVAL QINACTITV '30'
CHGSYSVAL QINACTMSGQ *DSCJOB'

PROBLEM

The work-station in machine
room keeps getting signed off

Time Out Inactive Terminals

Need to have different timeout
rules for some workstations

SOLUTION

1. OS/400 sends a message on workstation
timeout.

2. Have a program handle the timeout

E’ ey TIMEOUT
ueue

~ %7 cpiiize I Application

e Frooram
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; Time Out Inactive Terminals

« Create message queue for time-out messages
( CRTMSGQ TIMEMSG )

« Direct time out messages to queue
( CHGSYSVAL QINAJOBMSGQ TIMEMSG )

« Start a never-ending job to Message
process messages onh queue Queue

CPI1126
(SMBJOB CMD(CALL TIMEOUT) )

TIMEOUT ;2

Application
Program

Add job start to initial
start up procedures




Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

+ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions
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Recovery from Lost Password

The security officer can assign N
users a new password PASSWORDS
Provide a
CHGUSRPRF USRPRF(xxXx) method to
PASSWORD(XXX) recover from lost
PWDEXP(*YES) passwords

PROBLEM _
What if the security

29

Lost Security Officer Password

1. Use Dedicated Service Tools
to reset password

Change DST Password
1. Change DST basic capability password
2. Change DST full capability password
3. Change DST security capability password
4. Reset system default password

DST recovery
assumes you
know the DST
password

Selection __

2. IBM assistance (service fee)
3. Have a back-up plan

30
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Recovery from Lost Password
Give CEO a method to change the
password of the security officer

CRTUSRPRF CEO USRCLS(*SECOFR)
PASSWORD(--) INLPGM(FIXIT) LMTCPB(*YES)
X

PGM
CHGUSRPRF ?*USRPRF(QSECOFR)
2?PASSWORD( )
STATUS(*ENABLED)
PWDEXP(*YES)
SIGNOFF
\ ENDPGM

K]

Change User Profile
@ User Profile . ... QSECOFR
L/ Password . .....

31

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

¢ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions
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User Profile Administration

Security Officer Duties
# Create group profiles grzjzﬁe
+ Create administrator profiles Offcr
+ Create administrator tools
+ Train and advise administrators

+ Create new user profiles
+ Reset passwords
+ Delete individual users

33
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} User Profile Administration
User The security officer has *ALLOBJ and
orier/ “SECADM and can access all profiles

With *SECADM the administrator profile can
rofil

Admin /ONly access users in their area.

WHY? The administrator is authorized
to the user profiles they created
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PASSWORD(*none)

CRTUSRPRF GRPMFGADM
SPCAUT(*SECADM)

CRTUSRPRF GRPMFG
PASSWORD(*none)

CRTUSRPRF MFGXXXXXXX Addition
PWDEXP(*YES) USRCLS(*USER) || group Brofle
AGCDTA(MFG) CURLIB(MFGLIB)|| 9%&s User
GRPPRF(GRPMFG) admin sﬁréﬁion
OWNER(*GRPPRF) capabilities
SUPGRPPRF(GRPMFGADM)
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Set Up User Profiles

CHGOBJOWN GRPMFG
OBJTYPE(*USRPRF)
NEWOWN(GRPMFGADM)

User
Profile
Admin

OBJTYPE(*USRPRF)

{CHGOBJOWN GRPYXYXXXXX
NEWOWN(GRPMFGADM)

Change user profile owner
to administration group

36
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Enroll New User in Group

s.) Security Administrator

A iE Owner

PASSWORD(XXX)
PWDEXP(*YES)

GRPPRF(GRPMFG)
OWNER(*GRPPRF)

CHGOBJOWN MFGXXXXXX
OBJTYPE(*USRPRF)
NEWOWN(GRPMFGADM)

Repeat steps for
every user in group

CRTUSRPRF MFGXXXXXXX of user
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Simplify Administration

Hide security ?ceiﬁjirrﬁ%’tration
omplgxny b%/ tsm é‘Add
an administrator anew user
screen interface & Remavesserrd
Select option 3
PGM
DCLF ADDUSER
SNDRCVF ADD USER
CRTUSRPRF Name. . :
CHGOBJOWN .... Text...:
ENDPGM

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

+ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions

39
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Controlling *ALLOBJ Users

Standard Standarg Standard
i Actions o
Psr% {%Wg:;{' users with Limit where
not have *ALLOBJ users with
*ALLOBJ special *ALLOBJ
special a#th?dnéy authority can
authority € |(())éjged e sign-on

+ *ALLOBJ authority allows users access to
all objects.

User Can Delete Production Data

Strategy: Remove *ALLOBJ authority from
user profile to prevent accidental access

40

Logging Commands

LOG COMMANDS

1. Turn on command
audit in user profile

2. Swap user profile to
activate changes

3. Show command entr
and receive command
SNDMSG *RQS

L command

4.Run the command <=
CALL QCMDEXEC QCMDEXEC

5. Record the commands
used in the audit journa QAUDJRN

SNDJRNE Journal
Receiver

41

Controlling an *ALLOBJ User

STRATEGY: Create a command LOGCMD
that adopts *ALLOBJ access and logs
commands entered in audit journal

1. Create user profile with *ALLOBJ special
authority

CRTUSRPRF OWNALLOBJ SPCAUT(*ALLOBJ)
PASSWORD(*NONE)

2. Create authorization to control LOGCMD
adopted access

(' CRTAULT LOGCMD AUT(*EXCLUDE) )

42
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Controlling an *ALLOBJ User

w

Create program that adopts authority

CRTCLPGM LOGCMDA USRPRF(*OWNER)
AUT(LOGCMD)

4. Create LOGCMD command
(CRTCMD LOGCMD _ PGM(LOGCMDA)
AUT(LOGCMD)

Change ownership of objects
CHGOBJOWN LOGCMD OBJTYPE(*CMD)
NEWOWN(OWNALLOBJ
(CHGOBJOWN LOGCMDA OBJTYPE(*PGM) )
NEWOWN(OWNALLOBJ)
6. Restrict *ALLOBJ user sign-on
(CCHGSYSVAL QLMTSECOFR VALUE(1) )

o

43

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

¢ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions
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Customized Sign-on Screen

Sign On
System . . . . . I X0KKXX
Subsystem . . . . : QINTER
Display . . . . . : PADEV0023
User . . . . .. ... .....
Password . . . . ... ... ..

This area used for message to users
This system will not be available from 8:00-17:00
Normal operation Es expected o resume by 4:00 AM on May S

Restricted access
warning message
WARNING

Access to his system is restricted DO NOT PROCEED UNLESS AUTHORIZED.
We reserve the right to fully pursue criminal and civil penalties.
Users of this system consent to monitoring.

15



Customized Sign-on Screen
Standard

Provide a warning banner
on sign-on screen to
discourage hackers

1. Copy DDS source of sign-on display QDSIGNON in
QGPL/QDDSRC to you own file

2. Use SEU to edit source (see result on next screen)

A. Do not delete any fields hide extra fields by making
them non-display

B. Add additional warning text
C. Add message fields for messages to users

3. Create display file be sure to specify MAXDEV/(256)

CRTDSPF DSPG((%SYS/MYSIGNON) MAXDEV&ZSS)
SRC(....) SRCMBR(...) AUT(*CHANGE 46

Customized Sign-on Screen

4. Create Message file and add messages
[CRTMSGF MSGF(QSYS/SGNMSGF) AUT(*USE)]

[ADDMSGD MSGF(QSYS/SGNMSGF) ]
MSGID(SGN0001) MSGTXT( ‘)
Add other messages
ADDMSGD MSGF(QSYS/SGNMSGF) ]
MSGID(SGN0005) MSGTXT(* 9

5. Use screen design aid to test display file

47

Customized Sign-on Screen

6. Make a copy of QINTER subsystem

( CRTDUPOBJ OBJ(QINTER) OBJTYPE(*SBSD) |
NEWOBJ(MYQINTER)

7. Modify copy to use new display file

(CHGSBSD SBSD(MYQINTER)
L SGNDSPF(MYSIGNON)

8. Start new subsystem

\ J

e N\

STRSBSD MYQINTER

\

48




Customized Sign-on Screen

9. Create Display file used to edit sign-on messages

[CRTDSPF DSPF(EDTSGNMSGF) ]

10. Create program used to edit sign-on messages

[CRTCLPGM PGM(CHGSGNON) AUT(*EXCLUDE) ]

11. Call program to edit sign-on messages

[CALL CHGSGNON ]

49

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

¢ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

+ Limiting Client Access Functions
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Control SPOOL output

Standard

PLAN Limit,tacce5$ ttoOI
 Limit operator and sensitive printe

prqgrarr)nmer access output such as:

- Display *Payroll Checks

- Copy eHuman Resources

: '\S/Igr\{érl]r?g «Credit Card Pins

IMPLEMENTATION

1. Can not use access control on
individual Spool files
"Spool files are not objects"

2. Use of spool queue security options

51
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Securing Spool Files

» Spool files can not be secured

» Securing output queues limits
access to spool files

Output Spoo
Queue /
R

1 file

~—— [ Spoo

52

Securing Spool Files

Securing output queues limits
access to spool files [ Userswih~08CTL

cannot display, copy
or send spool files

DSPDTA- *NO
OPRCTL-*NO
AUTCHK- *OWNER
AUT - *EXCLUDE

Only the owner of
the output queue
can access files of
other users

Output
Queue

Sﬁ%)l

CAUTION: Users with *SPLCTL

authority can access any spool file

53

Limit Spool Files a User Can View

T~ a1\

The WRKSPLF Guideline
command shows a USEms G
user their spool files only view
(WRKSPLF their own
SELECT(*CURRENT) spool files

User Menu

Option 3
{WRSKESL%LC'I:T(*CURRENT)} WRKSPLF

1 XXXXXXXXXXXXXXX
2 XXXXXXXXXXXXXXX
3 View output

4 XXXXXXXXXXXXXXX

54
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Limit Spool Files a User Can View

User Menu Option 3 issues

1 XXXXXXXXXXXXXXX
2 XXXXXXXXXXXXXXX WRKSPL
PROBLEM
» Users have discovered a
way to view other queues

WRKSPLF

3 View output
4 XXXXXXXXXXXXXXX

55

Limit Spool Files a User Can View
( WRKSPLF USER(*CURRENT) )

g 3 )

Work with All Spooled Files

Type options, press Enter.
1=Send 2=Change 3=Hold 4=Delete 5=Display 6=Release
7=Messages 8=Attributes 9=Work with printing status

Device or
Opt File User Queue User Data Sts
XXXXXXXX  XXXXXXX  XXXXXXXX  XXXXXXXXX XXX
XXXXXXXX  XXXXXXX XXXXXXXX  XXXXXXXXX XXX
TOXXKXXXXX XXXXXXX XXXXXXXX  XXXXXXXXX XXX

F22 can show
files of other

users
Parameters for options 1, 2, 3 or command

F3= E><|t F10=View3 F11=View2 F12=Cancel F22=Printers

Limit Spool Files a User Can View

PROBLEM [ WRKSPLF USER(*CURRENT) j

Work with All Spooled Files

IBM menu T e gt
options allow
users to view
other queues

© Queve  User Data_Sts
XXX XXX XXXXXKXXX XXX

Parameters for options 1, 2, 3 or command
=

F3=Exit F10=View3 Fli=View2 F12=Cancel F22=Printers

SOLUTION
Use S\X/Stem security to restrict
the WRKWTR command
- Most users restricted
- Selected users given command

57




Securing WRKWTR Command

QSYS/WRKWTR OBJTYPE(*cmd)

WRKWTR
USER(*PUBLIC) AUT(*EXCLUDE)

Create authorization list | WRKWTR k

USER AUTH AUTL
ROFILE ORITY MGT

EVANS *ALL X

USER1 *USE
Add users USER2 *USE
TLE AUTL(WRKWTR) * *
USER(USER1 USER2) PUBLIC "EXCLUDE
AUT(*USE)

>

Secure objects WRKWTR *CMD
GRTOBJAUT QSYS/WRKWTR
OBJTYPE(*cmd) AUTL(WRKWTR)

GRTOBJAUT ’

CRTAUTL WRKWTR AUT(*EXCLUDE) ]

58

*EXCLUDE
Revoke *PUBLIC *PUBLIC

Examples

+ Reset Profile Passwords
+ Selective Inactive Workstation Timeout

+ Lost Security Officer Password
Recovery

¢ User Profile Administration

+ Controlling *ALLOBJ Users

+ Modify Sign-on Display

+ Limit Spool File Access

ji}o Limiting Client Access Functions

59

Restricted Use of Client Access

Problem | Standard
Client Access has powerful file Prevent
transfer functions that can be | access to PC

; : functions for
used to modify production data| end users

Solution
Hide or block access to PC functions

Methods

1. Selective installation

2. Exit Programs

3. Application Administration

60
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Selective Installation

B Eid Yiew Gz Fpewies Hem

B & K =

AFFE Cronls imdsll  VWanu-Ber Mgrakon Huliph
MidkhEn Dadkdiad  Cumamga ‘Wiz B

WARNING
Skilled users can
install missing
components

Selective Installation

Selective setup allows you to add and remove components of
Clignt Access.

Adding components:

To add a component, select any component that is currently not
selected. Requires the CD, diskettes, or netwark, diive with which
you initially installed the product

Remowving components:

To remove a compaonent, deselect any component that iz
currently selected. v'ou will be asked ta confirm the uninstall for
each component you selected before the uninstall begins.

< Banl

Cancel

62

Selective Installation

Select the components of the product you want to install:

raphical Access
[] Graphical Access Fonts
AFPworkbench Viewer
250 Display and Printer Emulator
CH250 Fonts
Crata Transfer

|
D escription
Usge A5 /400 Operations Mavigator to Ch
manage your A5 /400 server from the: JI AR
“windows E=plorer.

Space Reguired: 0K Space Available: FEF04 K

< Back I Mest > I Cancel

Compmnts[ Remove check box to delete J

63
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Selective Installation

Select the components of the praduct you want to install:

LComponents

[ 45/400 Dperations Mavigator 0K a
[[] Graphical Access oK
[[] Graphical &ccess Fonts oK
] &FP warkbench Viewer oK
5250 Display and Printer Emulator 0K
|E| PC5250 Fants 0K
i Description
Data transfer lets you copy data ta and from Change:..
your A5/400 server. [License required)

components
p < Back I Meat > I Cancel I

0 Remove 0K Space Available: 76704 K

Exit Programs

Exit | EXit programs are installation provided
Program | programs used to supplement security

Actions often performed in exit programs:

L « wonoruser ao
gtisl @ \onitor user activit
R Y

® Modify user requests
Assign user profile to anonymous sign-on

® Review request to determine if
request meets installation rules

® Reject requests that do not
meet installation rules

65

Exit Programs

ﬁ\
T
N_J

1. PC or another system generates a request

2. Server called to process request

3. Server calls “exit program” to validate request
4. Server rejects or processes the request

+ Other sessions give exit program detail
+ Creating exit programs is NOT simple

+ I recommend purchase of third party
vendor exit programs

66
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Application Administration

T AN [Aahie:
I Central (Achi [ Name | Desaription |
=88 My Connections |R‘5 Basic Operations Manage messages, printer ouput and printers.
£ [ R ot Menagement Manage jobs and server jabs
& Explore uration and Service Display system inventory, work with fixes, and collect pe.
+ Open vk Manage TCR/P and Intemet suppart
& Display Emulator ity Configure and manage security.
s hondGroups Manage 05/400 users and user groups
 Creste Deckiopleon ase Administer DB2/400.
Werity Conneciion ystems W

"

Delete.

)

up
lcation Developm:

Gl

Two ways to
Change Password. )
Cocimsanicss > invoke

ED : application
Isers and Groups » . )
administration

[

Fuun Command.
7 Moritors 2
Foed Application Administration
Din  SendMessage
@ in EZ-Setup Custom Setup Configure Application Administration
LB i [ e

[1-100f10 objects

Select the functions e applications available o users.

A5/400 Operations Navigstor Clent Applications | Host Applications |

B\ Remote Command - Command Line

Dlefault Access i
[~

Remous Custorization Custorize
Appications Cancel Help

Operations navigator Application Administration is the best
method to prevent use of selected Client Access functions

Select operations

allowed for public

and *ALLOBJ
users

Select the functions or applications available to users,
500 Dperstions Navigator | Client appisstions | Host Apgh

Funotion ——TDefault A

55| Al Object Access | Customized Access | &

@ Achillie in My Connections
%5 Basic Operations

B Configuration and Service
System Vahies
& Hardware

Fiemove Cusiomizstion Cosiaize
" Epplications 1 Ok Cancel | Help
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Application Administration

Customize Access - Achillie [ 2]
Function Application Administration

Product Achillie in My Connections
Function description: Provides suppart to display the functions or applications

available to users on this servey L

. Individual
Public and or Grou
e roup
¥ Default access profiles
I¥ Users with all object system privilege users
Customized access for users and group
Users and groups: Agcess a\\awey
e
& Al Users . v osvans
88 Groups iclel
#F Users Notin a Group
ey
Access denied
o
el -
Eemowec
Fiemove Customization [ | Cancel Help
70

Control Client Access

A45/400 Dperations Navigator  Client Applications | Host &)

pplications I

OLE DB Provider
= Femote Command - Command Line

+ Allow or restrict complete

|Default Access

ORRRRERE

functions

+ Configurable at Public, *ALLOBJ user
and individual or group profile level

|All Object Acces:

RRKIKRR R
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Comparison of Methods

+ Selective Installation

features
— Does not control new PCs
+ Exit Programs
— Very effective but requires

— Easy to implement

— Knowledgeable user can reinstall removed

non-trivial

programming or $$$ for third party solution
+ Application Administration
— Included with OS/400 Operations Navigator

— Possible to limit even *ALLOBJ users

72
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JUESTIONS]

If you have additional questions or want
more information please contact me

Phone (520) 578-7785

Fax (520) 578-7786
WOEvans@AOQOL.com
WWW.WOEvans.com

25



