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IBM System i5

System 15 and Business Resilience & Compliance

= Make outages of any kind,
planned or unplanned
transparent to business
operations

= Safeguard data by keeping
hackers and viruses out

= Promote the highest levels of
security, auditing and
compliance management

= Deliver proven technology,
backed by world-class service
and support
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The Avallablility Challenge
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Fundamentals of Business Resilience

High Availability

Disaster Recovery

Transaction Integrity

Disk Protection

Backup
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The Right Solution ?

Find x.

Jcm
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Establish A Baseline

Availability Coverage

Single Points of Failure

Interdependencies

Ownership and Process
Skills and Staffing

Achievability of current SLA
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Resiliency Objectives

Sample Application Environments Objectives

Reservation System no save window, 10mins planned
downtime per year, RTO 15mins,
RPO last transaction, no data loss,
no performance impacts,

Major Hotel Chain

ERP Solution Y hour save window/night, 7 hours
planned downtime per week, RTO 6
hours, RPO 12hours, no
performance impacts

Small Manufacturing Firm

Customer Care and Billing Zero save window, no planned
downtime, RTO 2 mins, RPO last

LS ElEe transaction, no data loss no
performance impacts
Payment Server No planned outages, RTO 30

seconds, RPO last transaction, no

ATMs at large bank )
data loss, no performance impacts
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Resiliency Coverage Baseline

Redundant Power Yes Yes

UPS Yes Yes
Journaling Yes No

Raid5 No Yes
Mirroring Yes No
TCP/IP Route Fault No No
Tolerance

Backup Recovery LTO, Parallel Saves , SMAPPs | Yes, LTO

DR

XSM

Yes, async replication

HA

Logical Replication (async)

No

Clustering

IASP & Clustering

No

© 2006 IBM Corporation
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Single Points of Failure

Assessment Category

Status

Assessment

Personnel

Steve back up for Bob or Mike

NoO succession process in place

Power

Single diesel generator
Redundant UPS

Redundant Power

Need to evaluate redundant
generator

Communication Subsystem

Redundant Ethernet

Complete

CC&B Application

No application or data CRGs,
no commitment control,
journaling active

Manual Application recovery

Data for CC&B Application

Raid5, no replication, journaling
not active

Single points of failure: Raid5

Verses mirroring, no redundant
copy of data, No data loss
protection

ERP Application

Inactive copy on 2 " machine -

No application recovery
automation

Data for ERP Application

Mirrored and replicated data no
data CRGs implemented

Journaling active

© 2006 IBM Corporation

No single points of failure on
disk

Replicated data not
Synchronous
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Achievability

Sample Application
Environments

Objectives

Assessment

Reservation System Major
Hotel

no save window, 10mins
planned downtime per year,
RTO 15mins, RPO last
transaction, no data loss, no
performance impacts

Current SLA not Achievable

ERP Solution Small
Manufacturing Firm

% hour save window/night, 7
hours planned downtime per
week, RTO 6 hours, RPO
12hours, no performance
impacts

Achievable

Customer Care and Billing
Large Telco

Zero save window, no
planned downtime, RTO 2
mins, RPO last transaction,
no data loss no performance
impacts

Current SLA not Achievable

Payment Server for ATMs at
large bank

No planned outages, RTO 30
seconds, RPO last
transaction, no data loss, no
performance impacts

Achievable
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Gap Analysis

Manufacturing Firm

window/night, 7 hours
planned downtime per
week, RTO 6 hours, RPO
12hours, no performance
impacts

Reservation System No save window, 10mins Current SLA not Save window
Major Hotel planned downtlme per Achievable 30 hrs planned downtime
year, RTO 15mins, RPO
. per year, Actual recovery
last transaction, no data .2
time: 6 hours or more
loss, no performance
impacts
ERP Solution Small % hour save Achievable Current resiliency

environment meets
objectives

Customer Care and

Zero save window, no

Current SAL not

Save window, single

at large bank

RTO 30 seconds, RPO
last transaction, no data
loss, no performance
impacts

Billing Large Telco planned downtime, RTO Achievable points of failure, data
2 mins, RPO last loss exposure, recovery
transaction,no data loss time 6 hours or more,
no performance impacts

Payment Server for ATMs No planned outages, Achievable Current resiliency

environment meets
objectives
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Requirements and A Plan of Action

Reservation System No save window, Save window
Major Hotel 10m|n_s planned 30 hrs planned
SIS (27 YIEE downtime per year
RTO 15mins, RPO last peryear, -
: Actual recovery time: 6
transaction, no data
hours,
loss, no performance
impacts
Customer Care and Zero save window, no Save window, single
Billing Large Telco planned downtime, points of failure, data
RTO 2 mins, RPO last loss exposure,
transaction,no data recovery time 6 hours
loss no performance or more,
impacts
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Fundamentals of Business Resilience

High Availability

Disaster Recovery

Transaction Integrity

Disk Protection

Backup
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Transaction Integrity

= Challenges
— Recoverability
— Application/Data Coherency

— Performance

= Best Practices
— Journaling
— Commitment Control

— Synchronous Replication
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Application Resilience

Fully transparent

« Full resilience with automatic restart & transparent failover

« Users repositioned to last committed transaction ‘_‘
» No data loss, no sign-on required, no perceived loss of server;

. HA enabled
only delay in response applications
. and iSeries
Semi-transparent : ey Clusters
« Automatic application restart & recovery to last transaction boundary something
» The resilient data & the application restart point match exactly happen? -
) ) iISeyies
Semi-automatic : Clugters
+ Automatic application restart & recovery to some architected Checkpoint restart. Datal
application “restart” point Not too bad . ris_'“e” y
« Normally consistent with state of data, but user may have to _
manually match application to position of data Single
. . . . Server |
Basic application failover Start over _

« Automatic application restart after outage Where's all my work?
« User manually repositions within application

No application recovery
« Users manually restart application with resilient data
« User determines where to resume work

Combine with Data Resilience for complete solution
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Disaster Recovery

= Challenges
— Recovery facility (internal or outsource)
— Recovery point (last tape or last transaction)
— Recovery time (two hours or two days)

<

Data Center Remote Recovery Center

0—(%
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Disaster Recovery Technologies

= Solution Approaches
— Off-site tape storage
— Logical replication (consider Capacity BackUp Edition)
— Business recovery services (BCRS) offerings
— IBM DS8000 and PPRC
— Cross Site Mirroring (XSM)

= Best Practices
— Plan
— Practice
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Disaster Recovery — ISVs (software solutions)

I B .

Data Center Remote Recovery Center

wiMix- tlera

No Time for Downtime™

ERVISION  B®noMAX
DaMM’r mr T R M 4
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High Availabllity

= Challenges

— Continuous application availability
— Minimize planned outages
— Minimize unplanned outages

Production System Backup System
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IBM System i5

Fully understand DR vs. HA requirements

(Production HA "\ DR = HA must be able to
effectively address local
Asyne outages
ANt
—= — Very fast recovery times
usually expected and
\ Local Site / WAN  \ Remote Site possible (RPO/RTO
critical)
_ — = DR is remote - addresses
(Production ) DR site or facility loss
Async — Longer recovery times,
more in-flight data loss
possible, effected more
by peak workloads
KLocaI Site j WAN \ Remote Site /
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IBM System 15 HA Technologies

HABP Solutions

HA

Logical Replication

Remote Journaling + Extensions

»

DR

v

Async Remote Journaling + Extensions

IBM (and HABP) Solutions
Switched Disk (Independent Auxiliary Storage Pools)

HA

Logical Replication or Cross Site Mirroring

v

Sysbase Sysbase
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IBM System 15 HA Technologies

= Solution Approaches New with i5/0S V5R4
— Logical replication = System administration domain
— Switchable IASPs = XSM source side tracking

— IASP & logical replication
— IBM DS8000 PPRC with IASP

Y\

— Implement regular role swap Production System

= Best Practices
— Plan role swap
— Practice role swap

igh Availability Edition
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Basic IASP/XSM Topology

System Admin Domain

XSM

Source side Target side
Tracking Tracking

Cross Site Mirroring (XSM)
Storage Management Synchronous Replication
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ISeries Copy Services toolkit for IBM TotalStorage
= Metro Mirror generates a second IASP copy identical to first
= Changes to production IASP replicated to second copy of IASP
= Cluster and SAN combined replication solution

OS and other
7 system data

OS and other
system data )

DS8000 DS8000
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Advanced Solution Topology

primary Logical Replication 2nd backup
Sysbase
Logical Replication
1st backup IASP data 3rd backup
switchable switchabld
Data Center Recovery Center
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System | Data Resiliency Technologies

1. Logical Replication

4. Advanced Copy Services*

availability solution for iSeries with ESS/DS Copy Services
< > = Very flexible (any hardware, " More complex - but offers
various OS release, most ISV more availability options
software, etc.). * Requires planning and
. Wl FlashCopy consulting
\ integrated or SAN Concurrent access on backup) Q iSeries Copy Services for TotalStorage Toolkit )
2. Switched IASP 5. Basic Copy Services
as = Simple availability Y4 " FlashCopy, Metro Mirror )
n S|ng|e copy of data - no and Global Mirror .
concurrent access from both * Moves Load Source Unit to
o AoE hosts - cannot mask outages ESS/DS - available on i5
from backups models only
= Building block for other = Simple - but limited to types
\§ Integrated or SAN solutions y, 1\ of outages they can address/

3. Cross Site Mirroring

(

\_

N

A

Integrated or SAN

» Utilizes Switchable IASPs )
= Provides two synchronous
copies of IASP data
= Currently deployed for DR
and basic availability

= Campus - metro distance
= Enhancements in V5R4

J
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High Availability and Disaster Recovery is much more
than just a copy of data or disk. Application level
resiliency requirements like RPO and RTO must be
established before the optimal availability solution
topology can be selected. Other factors such as solution
usability, skills & staffing should be identified as well.
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Critical Success Factors

= Clearly Established Requirements

— Look Beyond Disaster Recovery and Involve Emerging Availability Requirements

— Understand The Various Alternatives and Solution Combinations
= Executive Sponsorship

— Resiliency is Likely a Top “Business” Priority
= Available Budget

— Budget May Exist But The Business May Elect to Re-Direct to Other Projects if HA = DR
= Financial Justification (ROI)

— While DR May Be More Difficult to Cost Justify, Business Availability is a Relatively Simple Justification
= Local Certified Business Partner Support, Service a  nd Support Capabilities

— Most HA Solutions Involve 3 Party ISV Software and Knowledgeable Assistance is Critical!

— Implementation and Post-Sale Support are More Important Than the Sales Support

— Does The Solution Provider Have Master Level IASP Implementation Consultancy ?
= Established Solution Practice for Packages (SAP, JD  E, Jack Henry, etc)

— Engage ERP ISV Solution Support for Guidance to Eliminate Unnecessary Analysis of ISV Solutions
= Usability, Autonomics and References

— Remotey and IASPs Should Be An Option

— Does The Solution Provider Offer Services To Implement IASPs

— Demonstrate Ease of Implementation and Use as Well as Automatic Recovery Functions

— Use Similar References
= Capability to Support Heterogeneous OS Environment

— Delivering Availability to Installed iSeries Systems is Only Part of the Requested Customer Solution
= Understand The Alternatives

— There is no magic bullet, manage with carefully developed requirements

© 2006 IBM Corporation Slmpllf.y your IT.
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The Capacity BackUp Edition Offering Guide

CBU Edition CBU
Standard Edition*

1I5/0S Enterprise I5/0S
Enablements

AN

595 4/32-way
595 2/16-way
570 2/16-way
570 1/8-way
570 1/4-way
550 1/4-way
520 1- way
520 2-way
520 1/2 - way

RIN|(R|IRr[R]IR]|R,|NM]D
RPIN[(R|IRr[R|R|~,]N
Rrlo|lo|lr|rRr|Rr|RL|INM]D
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Positioning The HA & CBU Editions

HA Earlier Enhanced
Edition CBU CBU
Edition Edition
Disaster Recovery Yes Yes Yes
High Availability Yes No Yes
Solutions/options which allow edition to be ordered
HA ISV Solutions Yes Yes Yes
Independent Auxiliary Storage Pools No Yes Yes
Cross Site Mirroring (XSM) No Yes Yes
IBM DS8000 No Yes Yes
Permanent processor activations Yes No Yes
Temporary i5/0S, AIX 5L, Linux entittement transfer s Yes No Yes
Temporary enterprise enablement entitlement transfe  rs No No Yes
Upgrade into edition from 825/870/890 No No Yes
Registration of primary system to qualify Yes No Yes
No charge On/Off CoD if primary system down by No Yes Yes
disaster
Primary system must be same size or larger Yes No Yes
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Positioning the System 1 520 HA & CBU Editions

HA 1520 CBU
Edition Edition

Disaster Recovery Yes Yes

High Availability Yes Yes
Solutions/options which allow edition to be ordered

HA ISV Solutions Yes Yes

Independent Auxiliary Storage Pools No Yes

Cross Site Mirroring (XSM) No Yes

IBM DS6000 No Yes

Temporary i5/0S, AIX 5L, Linux License Transfers (5 20 2 No Yes

way)

Temporary Enterprise Enablements Transfers (520 2w ay) No Yes

Standard Edition CBU No Yes

Upgrade into model 520 CBU Edition from model 810 * No Yes

Registration of primary system to qualify Yes Yes

Primary system must be same size or larger Yes Yes

IBM's records must, as of September 1, 2006, indicate that a Model 810 was installed to
the same IBM customer enterprise number before that Model 810 will be eligible for a
CBU upgrade,
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Trademarks

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries. For a complete list of IBM Trademarks, see
www.ibm.com/legal/copytrade.shtml: AlX, AIX 5L, BladeCenter,Blue Gene, DB2, e-business logo, eServer, IBM, IBM Logo, Infoprint,IntelliStation, iSeries, pSeries, OpenPower, POWERS5,
POWERS+, Power Architecture, TotalStorage, Websphere, xSeries, z/OS, zSeries

The following are trademarks or registered trademarks of other companies:

Java and all Java based trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries or both

Microsoft, Windows,Windows NT and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks
of Intel Corporation or its subsidiaries in the United States and other countries.

UNIX is a registered trademark of The Open Group in the United States and other countries or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

NOTES:

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are dependent on many factors including system
hardware configuration and software design and configuration. Some measurements quoted in this document may have been made on development-level systems. There is no guarantee
these measurements will be the same on generally-available systems. Users of this document should verify the applicable data for their specific environment.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Information is provided “AS IS” without warranty of any kind.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have
achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject
to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the
performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices are suggested US list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other features. Contact your IBM
representative or Business Partner for the most current pricing in your geography.

Any proposed use of claims in this presentation outside of the United States must be reviewed by local IBM country counsel prior to such use.

The information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of
the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The
materials at those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.

IBM makes no representation or warranty regarding third-party products or services including those designated as ServerProven, ClusterProven or BladeCenter Interoperability Program
products. Support for these third-party (non-IBM) products is provided by non-IBM Manufacturers.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give you any license to these patents. Send
license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.
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